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Internet Security Threat Report XIII 

Important Facts

Data Sources

ï Symantec Global Intelligence Network

Å 40,000 registered sensors in 180 countries.

Å 120 million desktop, gateway and server antivirus installations.

Å 25,000 vulnerabilities in the Symantec vulnerability database.

Å 2,000,000 decoy accounts in the Symantec Probe Network - 30% of all email traffic

ï Symantec Global Coverage

Å 4 Security Operations Centers, 11 Symantec Research Centers.

Å Symantec software protects more than 370 million computers or email accounts worldwide, and 
99% of the Fortune 1000 utilize Symantec products.

What the ISTR is:

ï A detailed report on trends that Symantec sees.

ï Based on real, empirical data collected by the Global Intelligence Network. 

ï Only publicly available report to offer a complete view of the current Internet security landscape.

ï Identifies and analyzes attacker methods and preferences.

ï Vendor neutral.

What the ISTR is not:

ï A survey of opinions.

ï Product driven marketing.

ï Scientific certainty.
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SymantecÊ Global Intelligence Network

> 7,000 Managed Security Devices + 120 Million Systems Worldwide + 2Million Probe Network + Advanced Honeypot Network
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Threat Landscape ïOverarching Themes

ÅThe Web is quickly becoming the distribution point for 
malicious code and attacks

ÅMalicious activity that targets end-users rather than 
computers

ÅConsolidation and maturation in the Underground 
Economy

ïSpecialized production and provisioning

ïOutsourcing

ïMultivariate pricing

ïFlexible business models 

ÅRapid adaptability of attackers and attack activity
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The Web as the Focal Point

ÅVulnerabilities in websites are more popular because they allow for more 
sophisticated and multi-staged attacks.

ÅSite-specific vulnerabilities outnumber traditional vulnerabilities nearly 5 to 1 
with much lower patch rates ïonly 473 of the site-specific vulnerabilities had 
been patched at the time of reporting.

Vulnerabilities - Traditional Site-specific vulnerabilities
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End-Users are the Primary Target

ÅSocial networking Web sites are easy for criminals to spoof and, 
because social networking pages are generally trusted by users, 
phishing attacks mimicking them may have a better chance of 
success. 

ÅSymantec measured the adoption rate of applications and found 
that out of 54,609 unique applications that were deployed on 
Microsoft Windows PCs, and 65 percent of those applications 
were malicious.

Phishing Web Site HostsTop Phishing Countries and Targets
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Underground Economy

Specialization

ÅThe significant increase in new threats over the past year is indicative of 
the work of specialized malicious code authors and the existence of 
organizations that employ programmers dedicated to the production of 
these threats. 
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Underground Economy

Outsourcing, Pricing Flexibility

ÅRomania was home to the third most phishing Web sites during this 
period and the most phishing Web sites in EMEA. 

ÅIn order to take advantage of economic efficiencies and entice buyers, 
sellers will offer reduced prices on larger volumes of goods for sale.

ÅA mature, consolidated economy is characterized by the development 
and implementation of specific business models that are suitable to the 
prevailing influences within the economy.  
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Rapid Adaptation ïNew Markets

ÅAdaptability in the form of geographic mobility and new markets as 
attackers seek digital ñsafe-havensò.

ÅRelocation to regions or countries in which security practices, legislation 
and/or infrastructure are not particularly well developed. 


