ISAAC Assessment



ISAAC Assessment is available at:
https://isaacs.tamu.edu/TAC/index.cfm

ISAAC is licensed from Texas A&M (TAMU), therefore
you will see references to TAMU throughout the
assessment sections. You can substitute Texas State
University wherever TAMU is referenced.

Please refer to the ISAAC Glossary provided to look
up terms used in this assessment tool

First time users: Will need to register to access the
assessment tool (see following slides)


https://isaacs.tamu.edu/TAC/index.cfm�

New Users - Create User ID and Password

|| 15AAC-S

]

ISAAC-S

Information Security Awareness, Assessment, and Compliance

UserlD:
Infarrriztion
Password:

court

This computer system and data herein are awailable only for authorzed purposes by authorized users. Use for any other purpose may resuft in
administrativeddisciplinary actions or criminal prosecution against the uzer. Usage may be subject to secunty testing and monitoring. Applicable
privacy laws establish the expectations of privacy. Please see the Temms Of Service for CIS platforms for additional information.

03 [TIk at CIS All Rights Reserved. Services Complex Rm. 2601 | Phane: |

| BA5-9254 | Fax: | 71 | itim@E@tamu. edu

Login, if you are a Registered user



1. Complete this form to create your User ID. All fields are required
2. Select Texas State under TAMU Component
3. Select both check boxes for Systems Security and Systems Administrator

New Account Creation

TAMUS Component:  TAkU Commerce b
First Name Last Name
Add your first name Add vour lat name
Title Departments
Adde your title Addd wour department's name

Postal Address
Add & valid address

Mail Stop Email Address
Add & valid mail stop Add & valid email address
Phone

Addd & phone number

Role Verrification. []| am the Information Systems Security Administratar.
Check rolels)

1 am the Information Systerns Administrator,

UserlD:
Creste your UserlD.,

Password

& characters max,
special characters will be
remavecd

Password Verification
Retype the pazswoaord.

Clear Form Continue Account Creation



Choose Confidentiality Option (see ISsAC Glossary for definitions):

Classification of Departmental Information abc systems.

Flease read the following description, and answier the following guestion carefully.

The Texas Department of Information Resources defines CONFIDENTIAL data as:
"Information that is excepted from disclosure requirements under the provisions of the Texas Public
Information Act or other applicable state or federal law."

Some examples of Confidential data are provided below:

¢ [nformation contained in education records of an educational agency or institution, except in conformity with
the Family Educational Rights and Privacy Act of 1874,

s [nformation in a personnel file, the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy.

« Testitems developed by an educational institution.

See 552 022, Categories of Public Information; Examples or the Privacy Statutes Chart for a more detailed list of
confidential data examples.

QUESTION SCENARIO 1: If the only confidential data a department accesses is a centralized payroll or student
information system, etc. (and no data is downloaded or extracted to a local database or spreadsheet), then the
department does not "own and maintain” the confidential data.

QUESTION SCENARIO 2: If a department mainfains.datawhich includes student grades in a local database (such
as MS Access or Qg en the department does "own and maintain” confidential data:

Does abc own and maintain CONFIDENTIAL data?

®Yes ONo

. .
Select Option and Click ‘Next’ :



Select Mission Critical Option (see ISSAC Glossary for definitions) .

Classification of Departmental Information abc systems.

Flease read the following description, and answer the following question carefully.

EBased on the Texas A&M Security Standards definition, MISSION CRITICAL data is defined as:

"Information that is defined by the university or information resource owner to he essential to the
continued performance of the mission of the university or department. Unavailability of such
information would result in more than an inconvenience. An event causing the unavailability of
mission critical information would result in consequences such as significant financial loss,
institutional embarrassment, failure to comply with regulations or legal obligations, or closure of the
university or department.”

Some examples of Mission Critical data are provided below:

e |f data loss impacts the department's ability to teach, perform research, or provide essential services.
e [f data loss causes harm to the life, safety, or financial well being of faculty, staff, students or the community.
e NOT mission critical if data loss only incurs an inconvenience to the department.

QUESTION SCENARIO 1: If a department's loss of data could cause an impact on the department's ability to teach,
perform research, or provide essential services, then the department does "own and maintain” mission critical data.

QUESTION SCENARIO 2: If a departmeplclass-strtta oo omens manual means (e g paper and
phone), then the deparntmepiprmably does not "own and maintain® mission critical data.

Does abc own and maintain MISSION CRITICAL data?

i datg|

©Yes ®No

Select Option and Click ‘Next’



Login with your new UserlD and Password

Click on View & Create Assessments

User Resources

Account Management

Register Resources

View & Create Assessments

L YS

Update contact and
deparmtnet information

regularly. Click here to check.

Activity Summary

Registered Resources

It i= important to keep a listing
of your resources. Make sure
you list is current.

Mo Resources Registered.

Ready to assess resources?
“iew and create assessments
here.

= Security Training

Increase knowledge. » %iew links to
IT security training sites.

|5 Business Coninuity Planning

Be prepared. *Create 3 BCP andfor
DRF with this guide from Texas DIR.

£ Physical Security Safequards

Secure your resources. MEnsure the
physical security to IT equipment.

E Templates & Guides

Forms & Guides. » Comrmaon [T forms
and documents.



Type a name for your assessment
Select Desktops or Server/Clients and click Create

Create a New Risk Assessment.

In arder to create a new Risk Assessment, you must first determine if your departmental systemsN\stare, transmit, ar maintain mission critical
and/or confidential information. Additionally, you will need to determine if you are assessing risk for aNgerver and all clients or for a collection of
desktop systems that are connected to the network individually (or in a peer-to-peer fashion) with no dedigated server. You may create as many
assessments (and types of assessments) as necessary to include ALL of your information systems.

For an overview of the risk assessment module, please see the Purpose section below.,

Aszessment Name:

*=epecial characters will be remowed

Risk Assessment Focus: CDesktops ®ServerClients



Answer Confidential and Mission Critical questions at beginning of
each assessment

After completing each page, click on the button at the bottom of
the page marked with the next section

— Example: At the end of Section A, click on the button ‘Section B’

Non-Confidential Assessments:
— Complete Section A, B, and C. Section D and D2 are optional.

Confidential Assessments:
— Complete Section A, B, C and D. Section D2 is optional.

All Narrative and Comment sections are optional

The following screen shots include some pre-determined answers
identified by IT Security. Please select the response as it is
described (disregard the actual numbers).



Section A:

=%

El}=

=&

Please provide the common name(s) used to reference the Information Systems {similarly configured) for this assessment.

Data Classification Types: Mission Critical Conﬁ{lential

What Building{s) house the Information Systems?

How many servers are included in this assessment?

AT. How many users do the Information Systems support {including
administrators)?
AB. How many users have received computer security awareness training (Introductory) (In-depth)
{including administrators)?
Z
A9,

Check the hoxes that reflect the types of data maintained oynmmmtion Systems:

Include all users in your Department for the “Users Supported” and “Security

Awareness Training” questions (these questions are numbered differently, depending

on whether you are completing a Confidential or Non-Confidential assessment)

10



Section B:

Acquisition, Development and Testing of Information Systems

Attributes

A) Are test functions kept either physically or logically separate from production functions? CiYes @No

B} Are copies of production data used for testing only if the data owner has agreed, or all departmental | CYes “No
and contractor employees involved in testing are authorized to access the data?

C) Are information security and audit controls included in all phases of the information systems CiYes @No
development lifecycle or acquisition process?

D) Are all security-related information resource changes approved by the data owner through a quality C¥es “No
assurance process hefore implementation? (must be approved by owner prior to implementation)

E) Do you implement patches and fixes discovered as a result of periodic, vulnerability scanning of your | CYes &No

systems?

F) Please indicate the frequency in which you conduct vulnerability scans. CAnnually
“©Bi-annually
CMonthly
CWeekly
CRandom (event
driven)

\N aver

ncement and/or discovery of a CSame ﬁﬂy
ial action. CWithin 2 Days
1 Week

G} Please indicate the typical amount of time between vendor ann
vulnerability and implementation of a patch, fix, or other reme

Vulnerability Scan Frequency: Select ‘Bi-annually’



Section E for Confidential Assessments — complete all Corrective
Action sections including Target date and Responsible Party:

Section E: Documentation of corrective actions and risk management decisions. — Mavigation Menu —+

A corrective action plan fwith target completion dates and cost estimates) is required to address deficiencies noted during this risk assessment. This
automated risk assessment will outline what caorrective action plans are required for meeting TAC 202 compliance below.

Some EXAMPLE deficiency areas that are KEY include:

software andfor data backups are not maintained (a response of "Mane” in ltem B1);

The effectiveness affarded the information systems does not result in a "Moderate” ar higher rating (ltem B3),

Any required countermeasure is not implemented (a response of "Mo” in Section C at or below security level designated)

There is no Business Continuity f Disaster Hecovery Plan (ltem D2) or there is a Plan, but it does not include the required items listed in Item
03.

B Ld b

You have 38 Corrective Action items.

Item B1a. Backup Frequency of Software (non-commercial applications):

Corrective Action: Risk Management Decision:

Estimated Cost: Target Completion Date: Responsible Party:
testupdate

IHtam R1h Rackan Frannmaneu of Natas



e Use the Navigation Menu to go back to the Main screen
once you have completed the assessment

* Click on View & Create Assessments

 Scroll down to Created Assessments

Your previously created risk assessment, are shown below for you to edit. Just click on the name of the assessment that you want to edit.

You may mark only one assessment at a time as completed.
NOTE: For each Risk Assessment, "Completed” indicates that the Departrment Head has read the risk assessment report and has accepted and
certified the results by signing the report.

Departmental Risk Assessment Completion Status

Current Status Not Completed

Mewtest2009 Cornpleted?L] | Status Update

Wre to ryérk aasesamM

then click on the/'Status Update" button abowe.

e Check the box and click Status Update
e Notice that the Current Status will display the current date



Contacts:

Contact IT Security if you have any questions
completing your assessment

Contact IT Security if you forget your User ID or
password

Lori McElroy
lori.mcelroy@txsate.edu
X5-7885

Corbett Consolvo
cc/72@txstate.edu
X5-2701

IT Security
itsecurity@txstate.edu
X5-4225



mailto:lori.mcelroy@txsate.edu�
mailto:cc72@txstate.edu�
mailto:itsecurity@txstate.edu�
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