
	  
	  
	  
	  
	  

	  	  
	  
	  
	  
	  
 

	  
	  
	  
	  
	  

MILITARY	  	  AND	  NATIONAL	  SECURITY	  IMPLICATIONS	  
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From Europe to Asia, all major world powers are now investing and researching into the use of nanotechnology for materials and systems for military use. Countries are showing 
increasing focus on developing nano-products to be used in today's warfare. Texas State University and the University of Texas at Tyler; have recently received a NSF-NUE 
(Nanotechnology Undergraduate Education) grant to develop introductory and advanced curricula that address  “nanotechnology safety issues” that include social, ethical, 

environmental, health; and safety issues of nanotechnology.  

INITIATIVES 	  	   NANOTECHNOLOGY	  AND	  ART	  OF	  WAR	   NATIONAL	  	  AND	  HOMELAND	  SECURITY	  

Nanotechnology's	  central	  aim	  is	  the	  ability	  to	  manipulate	  ma5er	  at	  the	  
atomic	  scale,	  arguably	  perhaps	  the	  ul7mate	  control	  of	  nature.	  
Weapons	  of	  mass	  destruc7on	  will	  be	  more	  varied,	  more	  deadly,	  more	  
available,	  cheaper	  to	  obtain,	  and	  easier	  to	  hide.	  

WEAPONS	  OF	  MASS	  DESTRUCTION	  

Lockheed Martins HULC is a completely un-tethered, hydraulic-
powered anthropomorphic exoskeleton that provides users with the 
ability to carry loads of up to 200 pounds for extended periods of 
time and over all terrains. Its flexible design allows for deep squats, 
crawls and upper-body lifting. The Institute for Soldier 
Nanotechnologies (ISN) was launched at the Massachusetts 
Institute of Technology in 2002. The primary focus is on the 
development of a battle suit that is lightweight as spandex, bullet-
resistant, capable of automatic communication, health status 
monitoring, injury response, protection from chemical and biological 
agents. There are five strategic research areas (SRA) currently 
being pursued by The Institute for Soldier Technologies (ISN).  
 
 
	   1	  

• Systems	  integra7on	  and	  communica7ons	  
challenges.	  

2	  
• Detec7on	  of	  hazardous	  material	  threats.	  

3	  
• Protec7on	  from	  blasts	  and	  ballis7cs	  

4	  
• Ba5le	  suit	  Medicines	  	  

5	  
• Lightweight	  and	  mul7func7onal	  nano-‐
structured	  fibers	  for	  clothing	  gear.	  

	  
	  
	  
	  
	  

1	  
• Energy,	  power,	  and	  remedia7on	  of	  the	  
environment.	  

2	  
• Global	  warming,	  natural	  disasters,	  and	  
emerging	  diseases.	  

3	  
• Nano	  manufacturing-‐Massive	  mass	  
produc7on	  

4	  
• Electromagne7cal,	  magne7c,	  mechanical	  
transducers.	  

5	  
• Produc7on	  of	  biological	  agents	  designed	  
for	  specific	  solu7ons.	  

Kevlar	  Reinforced	  MR	  

There are many initiatives by federal agencies, industry, and 
academic institutions pertaining to nanotechnology applications in 
military and national security. Defense Advanced Research Projects 
Agency, Muscular Dystrophy Association, Office of Naval Research, 
Association of Research Libraries, are United States Department of 
Defense agencies involved in nanotechnology applications.  
	  

• Will the use of nano-enabled surveillance, tracking, and 
monitoring capabilities create more harm than benefit? 
• A person with asthma could have a detector which has 
surveillance capabilities to warn of excess pollen or other 
dangers. 
• Nanotechnology could take to a whole new level a wide 
range of issues that are currently viewed as threats to 
National and Homeland security include: 
	  

The practical problem then becomes how best to prevent the 
misuse of military applications in the government and 
commercial sectors. Our purpose here is to focus exclusively on 
concerns about how to draw the limits between acceptable and 
unacceptable nano-enabled public surveillance activities for 
purposes of law enforcement and national security. 

The area of military and national security applications of 
nanotechnology is perhaps the most technically complex in terms of 
ethical considerations. This is because the context itself is so 
complex, so uncertain, and so rapid in its evolution. Does personal 
privacy constitute a basic human right? If so, are there exceptions or 
limits? Will the use of nano-enabled surveillance, tracking, and 
monitoring capabilities create more harm than benefit? 
 
	  


